PROF .
OBPA3DBAHHE
NMonoxeHune o 3awmTe nepCcoHalibHbIX AAHHbIX

1. O6Lwue nonoxeHus.

1.1. Hactosiwee [lonoxeHne paspabotaHo B cootBeTcTBUM C KoHcTutyumen PO,
MpaxpgaHcknm kogekcom, depepanbHbiM 3akoHOM oT 27.07.2006 N2 152-P3 n nHbIMK
HOPMaTUBHO-NPaBOBbIMY aKTaMu, AEUCTBYIOWMMY Ha TeppuTopun Poccun.

1.2. Hactosiwiee TlonoxeHne onpepenseT Mopsaok obecnevyeHnss 6e3onacHoCcTu
nepcoHanbHbIX JaHHbIX, obpabaTtbiBaeMbIx ObuwecTBOM C OorpaHU4YeHHOM
OTBETCTBEHHOCTbO  «[lpochobpa3oBaHne», (manee — «Onepatop»), U Mepbl MO
HeOoMyLEHN0 HECAHKLUMOHMPOBAHHOIO [OCTyna, yTpaTbl, MOAUMUKALMMK, pPacKpbITUS,
pacrnpoCTpaHeHnsd, a TakKXe MWHbIX HEenpaBOMEpPHbIX OEUCTBUM W rapaHTuu
KOHMAEHLNANbLHOCTN NPeoCTaBeHHbIX CBEAEHUN.

1.3. Uenb HacTtosuero lNonoxeHus - 3alumMta nepcoHanbHbIX AaHHbIX, 0bpabaTbiBaeMbIX
OnepaTopom B LeNsax A4eATeNbHOCTU, OT HECAHKLMOHNUPOBAHHOIO AOCTYNa U pa3rnalleHuns.
MpepnoctaBnaemble OnepaTopy NepcoHanbHble AaHHble ABNATCA KOHUAEHUMANbHON,
CTPOro oxpaHsemMoun nHdopmaumen.

14. Ona uenen Hactoswero [lonoxeHns wWCNonb3yTCa crenywwme TePMUHbL U
onpeaenenus:

1.5. MNepcoHanbHble gaHHble - Nbdas MHopMauus, OTHOCALLAACA NPSMO UM KOCBEHHO K
onpegeneHHoMmy wunu onpegenseMomy uandeckomy nuuy (Cy6bekTy nepcoHanbHbIX
OaHHbIX);

1.6. Oneparop - puaMYECKOe L0, KOTOPOE CaMOCTOATENbHO UM COBMECTHO C APYTUMM
nMuamMmn  opraHuM3yet u ocyuwlecTBnsieT o6paboTKy nepcoHanbHbiX AaHHbIX, a TakKxe
onpegenseT uenu o6paboTKM MNepCoHanbHbIX AaHHbIX, COCTaB MNEepPCOHasNbHbIX AaHHbIX,
noanexalwmx oopaboTke, N AENCTBUS, COBEPLLIAEMbIE C NePCOHaNbHbIMW AaHHbIMU;

1.7. 3awmta nNepcoHanbHbIX [AaHHbIX - KOMMMIEKC MpPaBOBbIX, OPraHM3aUMOHHbIX U
TEXHUYECKUX Mep, MPUMEHSIEMbIN ON1F 3aLUMTbI MEPCOHAsbHbBIX AHHbIX OT HEMPaBOMEPHOTO
WU CNyYamHoro JOCTyna K HUM, YHUUTOXEHUS, U3MeHeHns, 6GNoKMpoBaHUA, KONMpoBaHus,
NpeaocTaBneHuns, pacnpoCTpaHeHNs1 NePCOHaNbHbIX AAHHbIX;

1.8. PacnpocTpaHeHue nepcoHanbHbIX OaHHbIX - OENCTBUSA, HaMpaBlEHHbIE HA pacKpbITUe
NnepcoHanbHbIX AaHHbIX HEONPEAENEHHOMY Kpyry nuu,;

2. OCHOBHbIe NpUHUUNbI 06ecnevyeHUs 6€30NacHOCTU BaLUMX AAHHbIX
2.1. MpuHumnbl. MMHUMK3auma o6 bema — rnaBHbIA NPUHLMI, KOTOPOro Mbl HEYKOCHUTENbHO
npuaepxuBaemcs npn o6paboTke NepcoHanbHbIX AaHHbIX: Mbl HE COOMpaeM KX, He XpaHUM
n He obpabaTbiBaeM MHbIM 06pa30M, ecnm 3Toro AENCTBUTENBHO He TpebyeTcs.
Mbl TakXe pyKOBOACTBYEMCSI YCTAHOBMIEHHbIMU AEWCTBYIOWMM 3akoHogaTensctsBom PP
npuHUMnammn obpaboTkM NepcoHanbHbIX AaHHbLIX, BKIHOYas crneayoume:
e 3aKOHHOCTb M CrpaBefIMBOCTb 06paboTKM NepCcoHanbHbIX AaHHbIX;
e (OO6paboTka nepcoHanbHbIX AaHHbIX TONMbKO B COOTBETCTBUM C KOHKPETHbIMMU,
3apaHee onpeaeneHHbIMU U 3aKOHHBIMW LIEeNsiMu;
e HeponyuweHne obbeauHeHuss 6a3 nepcoHanbHbIX AaHHbIX, 06paboTka KOTOpbIX
OCYLLECTBNAETCA B HECOBMECTUMbIX LENSX;
e TOYHOCTb, JOCTATOYHOCTb, aKTyaNbHOCTb U AOCTOBEPHOCTb NEPCOHANbHbIX AaHHbIX

(HackonbKO 3TO 3aBUCKT OT Hac*).
* KomnaHusi He ripogepsiem 0ocmogepHOCMb npPedoCmasieHHbIX MNepCoHanbHbiX 0aHHbIX U deecriocobHOCmb
nuya, ux npedocmasuswezo. [lpu nepedavye HaMm repcoHasbHbIX OaHHbIX Bbl eapaHmupyeme, 4mo OHU
sAensiromcesi d0CMo8epHbIMU, akmyaribHbIMU U He Hapyuwarom 3akoHodamernbcmeo Pocculickol ®edepayuu.

2.2. [MpuMmeHeHMe Takoro Komrmniekca Mep 3aluTbl, KOTOpbIi No3Bonsetr obecneynTb
npeaoTBpaLLeHme Yyrpo3 No HENPaBOMEPHOMY MU CiyYaHOMY AOCTYNYy K MepCOHasbHbIM
OaHHbIM, UX YHUYTOXEHUSA, UBMEHEHMUSA, BNOKMPOBAHWSA, KONUPOBaHMWSA, NPEeLOCTaBEHNsT U
pacrnpoCTpaHeHus.

2.3. [MpeBeHTMBHOCTb Mep 3aluuTbl, AOCTUraemas nyTeM CBOEBPEMEHHOE BbisiIBNIEHNE,
npegynpexaeHme M MUHUMU3auMa PUCKOB HapyleHus 6e30nacHOCTU MNepCOHanbHbIX
JaHHbIX.

2.4. OtBetcTBeHHOCTb Onepatopa 3a cobniogeHne  KOHPUAEHUMANbHOCTU U
6e30MacHOCTM XpaHeHNs1 NepCoOHarnbHbIX AHHbIX.
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3. CBepgeHus 0 3awmTe NepcoHanbHbIX AaHHbIX
Bce npepoctaBnsiemble BaMy nepcoHarnbHble AaHHble KOHbMAeHUMaNbHbI N0 YMOMYaHUIO.
3awmTta nepcoHanbHbIX AaHHbIX, o0bpabaTbiBaemMbix KomnaHuen, obecneuymBaeTcs
NpaBOBbIMW,  OPraHU3aUMOHHBIMW U TEXHUYECKUMU Mepamu, HeobxoaumbiMu 1
[OoCTaTo4YHbIMU Ana obecneyeHns TpeboBaHMIn 3aKkoHoaaTenbcTBa Poccuickon ®epepauum
B 06MacTy 3aWmThl NepPCoOHarnbHbIX AAHHbIX:

e OpraHu3aumnoHHble Mepbl:

* HasHauyeHne OnepaTtopoM OTAENbHbLIX OTBETCTBEHHbLIX MWL, 3a A0CTyn,
XpaHeHue un obecneyeHne ©6e30MacHOCTM MNEPCOHamNbHbIX  AaHHbIX
NMOCPEACTBOM M3[AaHUS JIOKaNbHbIX HOPMAaTUBHbLIX akKTOB (MPUKa3oB O
Ha3Ha4YeHun);

* OnpepeneHne akTyanbHbIX Yrpo3 6e30MacHOCTM MepCOHasbHbIX AaHHbIX
npu ux obpabotke u paspaboTka Mep, MeponpusaTMin no 3almTte
nepcoHarnbHbIX AaHHbIX;

+ O6yyeHne paboTHukoB OnepaTopa, HEMOCPeACTBEHHO OCYLLECTBNSIHOLMX
06paboTKy NepcoHanbHbIX AaHHbIX, NONOXEHUAM 3akoHodaTenbcTea PP o
nepcoHanbHbIX [MAaHHbIX, B TOM uucrne TpeboBaHMSM K 3awmTte
NepcoHanbHbIX  AaHHbIX, [OOKYMEHTaM, OnpeaensiowumM  MofUTUKY
OnepaTopa B OTHOLIEHUN 06pabOTKM MepCOoHanbHbIX AAHHbLIX, JTOKaNbHbLIM
aKTaMm no Bonpocam o6paboTkn NepcoHanbHbIX AaHHbIX;

* PernameHtauus pgoctyna K MNepCcoHanbHbIM AaHHbIM B JIOKanbHbIX
HOPMaTUBHbIX aKTaXx;

* OcywecTBrneHne BHYTPEHHEro KOHTPOns 1 ayguTta.

e TexHu4yeckne Mepbi:

* YcTaHOBNEHWEe WHAMBMAYyaNbHbIX MNaponen [ocTyna COTPYAHWMKOB B
NMHOPMALMOHHYIO CUCTEMY B COOTBETCTBMM C UX MNPOU3BOACTBEHHbLIMU
0b6A3aHHOCTAMU;

* YcTaHOBNeHWe npaBwWi [AOCTyna K MepCcoHanbHbIM [aHHbIM, a Takxe
obecrneyeHne peructpaumMm WM yyeta BCEX [AEWCTBUNA, COBEPLUAEMbIX C
nepcoHanbHbIMU AaHHLIMK, B CnieuuanbHOM XypHarne y4eTa;

* [lpumeHeHue nNpolwewmnx B YCTAHOBIIEHHOM MoOpsakKe Npoueaypy OLEHKM
COOTBETCTBMSA CPEACTB 3aLMThbl MHopMaLmuy;

+ CepTucdunuupoBaHHoe aHTUBMPYCHOE MNporpaMMHoe obecrneyeHne C
perynsipHo o6HoBnsieMbiMu 6a3amu;

+ CobniogeHue ycnoeui, obecneymBaroLMX COXPAHHOCTb MNEepPCOHaNbHbIX
[AaHHbIX M UCKINHOYaLLMX HECAHKLIMOHUPOBAHHbIV K HUM AOCTYH;

+ OO6HapyxeHue ¢akToB HECAHKLMOHMPOBAHHOIO AOCTYNa K MepCOHanbHbIM
OaHHBIM U NPUHATME MED;

+ BoccTaHoBneHMe nepcoHasnbHbIX  AaHHbIX, MOAUMULMPOBAHHBLIX UK
YHUYTOXEHHbIX BCNEACTBME HECAHKLMOHMPOBAHHOIO A0CTYNa K HAM;

* OcHalleHus ToMeLLeHUn BXOAHbIMU ABEPbMU C 3aMKamMu, obecrnedeHus
NOCTOSIHHOTO 3akKpbiTUs ABepent NMoMelleHUn Ha 3aMOK M UX OTKPbITUS
TONbKO ANA CaHKLUMOHMPOBAHHOIO MpOX0o4a, a TakXe onedvaTbiBaHus
MomeLLeHnn No okoH4YaHuK paboyero gHA unm obopypoBaHue MNMomelleHun
COOTBETCTBYHLUMMN TEXHUYECKUMWU YCTPOWUCTBAMMW, CUrHANUIUPYIOWUMMN O
HeCaHKLMOHNPOBAHHOM BCKpPbITUM [ToMeLLeHnA.

e [lpaBoBble Mepbl:

* YBepomnenne PockomMHap3opa O Hayane o06paboTky nepcoHanbHbIX
JaHHbIX;

+ BepeHve yyeTa MHUMOEHTOB M yBeOOMIIEHWE CYyOBLEKTOB NEpPCOHaNbHbIX
AaHHbIX B CfyYae  HEeCaHKUMOHMPOBAHHOIO  MNM  Cry4YalHoro
pacnpocTpaHeHnsi NepCoHanbHbIX AaHHbIX.

4. Yrpo3bl 6e30nacHOCTM NepCcoHanbHbIX AaHHbIX, UX KaTeropuu

4.1. B uensax Hactoswero [lornoxeHus yrpo3amy 6e30nacHOCTM MepCoHarbHbIX AaHHbIX
cyuTaloTca:

e  HECaHKUMOHMPOBAHHbLIN (B TOM YMChe cryyaiHblil) 4OCTYN K NepcoHanbHbIM AaHHbIM;
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e NpPOTUBOMpaBHbIE [OEWCTBUSA, BAUAKOWIME HA LENOCTHOCTb W CTPYKTYPHOCTb
NepcoHanbHbIX AaHHbIX, @ UMEHHO: yTpaTa, Moaundukaums, BGrnoKMpoBKa, KOMMpoBaHue,
pacrnpocTpaHeHne nepcoHanbHbIM AaHHbIX;

e TexHMYyeckad HeUCnpPaBHOCTb, CBAA3@HHAA C HEKOHTPOSIMPYEMbIM BO3AENCTBUMEM Ha
OOCTYNHOCTb MEepCcoHasnbHbIX [aHHbIX (YyTeyka) 4yepe3 ceTu CBA3UM UNU  (pusnyeckne
HocuTenu;

e  [elCTBMA BPELOHOCHbIX MPOrpaMmm.

e [lpoTtnBonpaBHble aencteua cotpyaHnkos OOO «lNpodobpa3oBaHne», HanpaBeHHbIe
Ha HapyLleHne pexnma 6e30NacHOCTU XpaHEHUS NEPCOHASbHbIX AaHHbIX.

e  C uenblo NpodunakTukm NpeaoTBpaLLeHmns BbllleyKa3aHHbIX Yrpo3 1 UX HegonyLeHUs
NPOBOAMTCA PEerynapHbii aHanu3 u npoBepka paboTocnoco6HOCTM BCEro KoMmnnekca
3aLMTbl NepPCOHanbHbIX AaHHbIX.

5. YpoBeHb 3aWmThbl Balwmx nepcoHasnbHbIX AaHHbIX NPU UX obpaboTke

5.1. YpoBeHb 3aWMEHHOCTN ONpeaensaeTcs Ha OCHOBAHWWM aKTyalbHbIX Yrpo3 MU
KaTeropui nepcoHanbHbIX OaHHbIX B COOTBETCTBUWM C Knaccudukaumen, ycTaHOBNEHHON
MoctaHoBneHnem [paButenbctBa PP ot 01.11.2012 Ne 1119 «O6 yTtBEpXaeHUn
TpeboBaHMN K 3awmuTe MNepCoHanbHbIX AaHHbIX Npu ux obpaboTke B MHPOPMALMOHHbIX
cucTeMax NepcoHanbHbIX AaHHbIXY.

5.2. lNpumeHaAeMbIn YpOBEHb 3aWuTbl — 2- YPOBEHb 3alUMLLEHHOCTU COrflacHo
knaccudurkauumn, yctaHoneHHon NoctaHoBneHnem lMpasutensctea PP ot 01.11.2012 Ne
1119 «O6 yTBEepxaeHun TpeboBaHUI K 3aLmUTe NEepPCoHanbHbIX AaHHbLIX NpU nX o6paboTke B
NMHPOPMALMOHHBIX CUCTEMAX NEPCOHANbHbIX AaHHbIXY.

6. Kakme penctBua npeanpuHumarotca KomnaHuwen B cnyyvae  HapylweHus
6e30MacHOCTM NepCoOHanNbHbIX AaHHbIX

6.1. B cnyyae o6HapyxeHua HapyLleHWn B pexnme 6e30nacHOCT! NepPCOHanbHbIX AaHHbIX

Onepartop:

6.2. HezameanutenbHO NPOBOAWT YCTpaAHEHWE UCTOYHMKA W NOCNEeACTBUM, NPUBEALUNX K

HapyLeHWI0 pexrMma 6e30nacHOCTY;

6.3. OnepaTopoM MpOBOAMTCA BHYTPEHHAA MpOBEpPKa pAfsl YCTAHOBMEHUS MPUYUH U

OTBETCTBEHHbIX 1L, 33 HapyLUeHne pexmnma 6e30nacHOCTY;

6.4. YBepomnawTca CyObekTbl NMEpPCOHaNbHbIX AaHHbIX M POCKOMHaA30p O HapylleHun

pexuma 6e30nacHOCT! U BO3MOXHOCTWU €ro BOCCTAHOBNEHMWSA, NPEANPUHATLIX AEUCTBUAX U

pe3ynbTaTax BHyTPEHHEN NPOBEPKM.

7. OTBeTcTBeHHocTb KomnaHuu

7.1. Bce 0TBETCTBEHHbIE NULIA, UMEIOLLIME AO0CTYN K NEPCOHANbHbIM AaHHbIM,
obpabaTbiBaeMbIM B xoae aesatenbHocTn OnepaTtopa, 06s3aHbl cobniogate TpeboBaHns
HacTtosuwero NonoxeHus.

7.1.2. OnepaTop He HeceT OTBETCTBEHHOCTM 3a MPUYMHEHHDBIN yepb cybbekTam
nepcoHarbHbIX AaHHbIX B CllyYae, eCniv yTeyka unvM nHoe HapylleHme KoHuaeHLManbHoCTu
nepcoHanbHbIX AaHHbIX NPOU30LLINIO He No BUHe OnepaTopa, B TOM YuCHe:

7.1.2.1. B pe3ynbTraTe Aencteun (6e3nencrTausa) camoro cybbekTa nepcoHanbHbIX
OaHHbIX, MOBJEKLUNX PACKPbITUE ero AaHHbIX TPETbUM NuuamMm;
7.1.2.2. BCneacTBMe HenpaBOMEpPHbIX AENCTBUA TPETbUX MWL, HanpaBieHHbIX Ha

B3/10M TexHuyeckux cpeacts OnepaTopa, ecnvm OnepaTop NpeanpuHAan AOCTaTOYHbIE MEpbI
3almThl, yCTaHOBMNEHHbIE 3aKoHoAaTensCcTBOM Poccunckon depepaumu;

7.1.2.3. B Cryyasax HacTynneHmsa opc-MaxopHbIX 06CTOATENbCTB, NOBMNEKLUNX
HapyLweHne OyHKUMOHNPOBAHUA MH(POPMAaLIMOHHBIX CUCTEM (CTUXUIAHBbIE 6eACTBUSA, aBapuum,
nepebou B aneKTpocHabXeHNN, BOEHHbIE AENCTBUS U T.4,);

7.1.2.4. MpU UCNOSIb30BaHMKN CY6bEKTOM NepPCOHasbHbIX AaHHbLIX HE3ALLMLLEHHbIX
KaHanoB CBA3W UM NporpaMMHOro obecneyveHuns, CnocobCTBYIOLLETO YyTEYKE AaHHbIX;
7.1.2.5. PaboTHUk1 OpraHn3aummn, BUHOBHbIE B HAPYLLEHUM HOPM, PETYUPYIOLLMX

nonyyeHune, o6paboTKy ¥ 3aLMUTY NEPCOHANbHbIX AAHHbIX paboTHMKA, HECYT
AVCLUNITMHAPHYI0 aAMUHUCTPATUBHYHO, FpaXaaHCKO-MPaBOBYH UIN YTONIOBHYHO
OTBETCTBEHHOCTb B COOTBETCTBUM C (heepasibHbIMU 3aKOHAMMU.



8. 3aknrunTesnbHble NONOXeHUA

Hactoswee [lonoxeHne  pacnonoxeHo B  OTKPbITOM  [OCTyrne Ha  cawuTe:
https://profspo.ru/.

OO011ecTBO ¢ OTPaHUYCHHOM OTBETCTBEHHOCTHIO «IIpodobpazoBanmer»

WMHH: 6455057001

OI'PH: 1126455002520

KOpunuuecknii agpec: 410033, CAPATOBCKAS OBJIACTD, I'.O. 'OPOJl CAPATOB, I
CAPATOB, YVJI XABAPOBCKAA, /1. 25, KB. 159
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